
• Growing threat in multi-tenant clouds

• Any tenant is a potential threat

• Can exploit many different vectors

(L2/L3 cache, storage, memory)

#1: General
Applicable to broad spectrum 
of side channels

Stealing secrets (e.g., keys)
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Current defenses: 

e.g. ,Y. Zhang et al., CCS’12; T. Ristenpart el al., CCS’09; 

F. Liu et al.,Oakland15, and several more!
#2: Immediately deployable
Minimal modifications to 
hardware, software & apps

Minimize co-residency

Use VM Migration

Provider Clients

Information Leak Guarantee
(Client-Adversary Model)

Opt-in

Client VMs: Replicated? (R vs. NR)
Adversary VMs: Collaborating? (C vs. NC)
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C1: Logic
Formalize InfoLeak
due to co-residency

C2: Scalability
e.g., Can EC2 run this?

C3: Deployability:
Minimal changes?

~200 LOC of modifications 
in OpenStack

Scalable Greedy Algorithm
1) Prune search space
2) Incremental computation
3) Intra-epoch lazy evaluation

Close to optimal InfoLeak Scalable to large deployments

Minimal performance impact for cloud workloads

Cluster size of 40: >1 day to solve for ILP
(Integer linear programming)

1) Vector-specific

2) Need significant changes

• 5th  Norm. Throughput: 1.8%
• 95th  Norm. Throughput: ~0%

𝑁𝑜𝑟𝑚. 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑇𝑤/𝑜 − 𝑇𝑤

𝑇𝑤/𝑜
𝑥 100

Idea: Migration as a Provider-assisted Defense
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Client Dimension

Run periodically 
Bounds InfoLeak
for all pairs of clients 
within last T epochs
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